A risk assessment methodology for a Virtual Enterprise (VE) was developed to facilitate analysis of the key factors of risks and assessment of the level of risks a VE faces during its complete functioning period. The paper provides a relatively simple and straightforward method to estimate risks and intends to give a concept for mitigating the risks related to the action phase of a VE. A model of the existence of a VE with hierarchical risk factors was developed, which can be helpful to a decisionmaker of a collaborative network of small and medium-sized enterprises in formulating risk management strategies and tactics in order to mitigate overall risks of the VE. The proposed semi-quantitative risk assessment method uses for the estimation and evaluation of risks matrices based on probability and impact. This research proposes Fault Tree Analysis (FTA) for determining the overall risk factor of a VE. Also, the Internet of Things (IoT)-based smart concept is suggested for risk mitigation.
INTRODUCTION
* In today's advance and competitive world, small and medium-sized enterprises (SMEs) are facing comprehensive competition in the global marketplace. To work efficiently within the global environment, they have to collaborate with other companies in the form of a virtual organization or partner network. However, as compared to the traditional enterprise a Virtual Enterprise (VE) is exposed to more complicated risk management issues. For the desired profit and particular goal, a VE has to avoid risks successfully.
The purpose of this paper is to provide a concept for analysing the key risk factors and to assess the level of risk a VE faces during its whole functioning period. Four phases of a VE are defined in this paper, and the * Corresponding author, kashif.mahmood@ttu.ee possible risks that can occur in each phase are identified. Moreover, the paper proposes a risk assessment model to evaluate the project-based risk of a VE, followed by risk mitigation through the Internet of Things (IoT)-based concept. A hypothetical case is used to demonstrate how to calculate the risk factors and to verify the relevance of the proposed methodology.
Nowadays, the business environment is characterized by a high level of global competition, demanding customers and employees, shortened product life cycles, and fast response times. Therefore, many enterprises stretch outside of their permissible boundaries by forming a competitive network of enterprises, sometimes known as a partner network or a VE. This not only allows companies to become more flexible and sustainable in the marketplace but also helps to align a group of companies with a similar vision for the sake of quicker solution to their common problems.
According to Camarinha-Matos and Afsarmanesh, a VE ʻrepresents a temporary alliance of enterprises that come together to share skills or core competencies and resources to respond more effectively to business opportunities, and whose cooperation is supported by computer networksʼ [1] . It comprises a coordinated network of enterprises that act together to deliver a product or service to the end-user [2] .
However, a VE also involves various risk factors. As it is an alliance of enterprises, both internal (within a company) and external uncertainties can exist. The difficulties may consist in resource unavailability, information flow disruptions within a firm and between enterprises, reduced operational efficiencies, price fluctuations, changes in the political environment, etc., which may lead to potential risks. Risks and opportunities exist side by side in a VE. The success of risk management as well as quality management secures an efficient operation of not only in a VE but in any organization [3] . Hence, the risk management of the VE now becomes the core topic of attention among SMEs.
LITERATURE REVIEW
Before we continue with the assessment of risks in a VE, it is necessary to have a brief overview of the definitions of risk, uncertainty in networking, risk management approaches, and risk assessment methods. We will also discuss the concept of a VE in this section.
Definitions of risk
A risk is defined as a possibility of losses or harmful consequences. From this definition, it can be perceived that risk has two fundamental components: losses and uncertainty about their occurrence and quantity [4] . Researchers define risk as a possibility of danger, damage, loss, injury, or any other undesired consequences. It is the product of two factors: probability of an event that might occur and its severity (Risk = Probability × Severity) [5] .
Sometimes risks are described in a negative context; for example, according to the Society for Risk Analysis (SRA), risk is the ʻpotential for realisation of unwanted, adverse consequences to human life, health, property, or the environmentʼ [6] . However, risk does not always result in an adverse outcome since some risks are taken purely in hope of a positive outcome. For instance, the acquisition of a company means significant risktaking, but the risk would most likely not be considered if there was no chance of a positive effect [7] . What most authors do agree upon is that a risk is always a state of uncertainty [7, 8] .
Networking risk
A network is defined as a specific relationship that links persons, entities, and events, and ultimately a set of enterprises [4] . A collaborative network is described as a synergy of companies where companies are seeking for collaborative innovation practices outside their boundaries [9] . Networking has several benefits such as, but not only, improved coordination of interrelated competencies; larger common knowledge pool; more strategic decision-making power of partners; possibility of sharing financial risks; reduction of costs of required resources, products or services; reduction of dependence on expertise [4, 10] . On the other hand, a VE cannot be considered free of risk. When SMEs are functioning as a partner by means of a VE, they have been at the edge of significant changes. These involve mostly organizational changes such as changes of operating procedure, performance measurement, communication channels, and overall operational changes for effective management of the flow of physical goods and services in the whole value chain of the VE. Those changes may lead to risks and cause impairment of the functioning of the VE.
Thus, assessment of risks within the framework of a VE is vitally important, and enterprises should recognize all kinds of threats, not only direct risks to their operations but also the risks to all other events caused by the linkages between them [11] . The risk factors in a collaborative network can be divided into performance and network risks. Network risk is related to the interdependence in which lack of trust, inaccurate information sharing, etc. hinder effective collaboration. Performance risk is related to quality and capacity constraints of individual enterprises [12] . According to the study by Harland et al., factors such as globalization, product/service complexities, subcontracting, e-business, and demanding customers may lead to outsourcing and bring about new risks [5] . Chopra and Sodhi listed factors such as disruptions, delays, systems, forecasts, intellectual property, procurement, receivables, inventories, and capacity, and argued that each of these could have many variations and different sources and forms of impact and steer networking risks [13] .
Risk management
An approach to managing risks can be defined as consisting of the following steps: mapping business processes, identification of risks, evaluation of the consequences and likelihood, risk level determination, and control strategy [14] . The primary aim of risk management is to understand the consequences of risks and to reduce their effect by paying attention to elements such as probability and impact. It is also significant to note that the phases in relation to the process of risk management may appear to be variable in terms of classification, risk identification, analysis (or estimate), risk assessment (or evaluation), and different strategies for risk management. Although classifications differ among authors, the steps are similar [15] [16] [17] [18] [19] . Risk management process is illustrated in Fig. 1 .
Risk assessment methods
Risk assessment is a technique for identifying risks, which evaluates them as the opportunity for significant reduction in costs and lead-time. It is a formalized approach to determining and assessing the risks. Klüppelberg and co-authors start the initiation step with the definition of the environment in which the analysis takes place [20] . Researchers have used many methods for risk assessment, which can be categorized as follows:  Quantitative Assessment -the final result is in the form of a numerical value. The probability of an event at time t is based on reliability theory as In this article, a semi-quantitative method based on the risk matrix is proposed and hypothetically used to assess the risk of a VE within its phases of existence. The overall risk of a VE is determined through FTA.
Concept of virtual enterprise
Many researchers have introduced their descriptions of a VE that are slightly different from the basic meaning. Byrne was the first to give the definition of a VE in 1993 [22] . He defines a VE as ʻa temporary network of independent companies--suppliers, customers, even erstwhile rivals--linked by information technology to share skills, costs, and access to one another's marketsʼ [22] . The idea of the formation of a VE from a collaborative network of enterprises having different expertise and similar goals can be depicted as in Fig. 2 .
To sum up the definitions and characteristics of the different points of view introduced in the literature, a VE can be defined as a new, temporary entity that is created for the fulfilment of a goal and dissolved after the goal is achieved. The Value Added Chain (VAC) structure of a VE is similar to the structure of a physical enterprise. Furthermore, the VE members bring their vital core activities to the new organization. The ʻvirtualityʼ of the entity also means that the enterprise that established the VE, known also as the Focal Player (FP), does not have sufficient physical resources for project realization alone and it is using the partner network resources [24] . A VE can adjust its tactic in order to adapt to the market changes in time and can integrate all the advantages of the partner enterprises to reach a ʻwin-winʼ situation. Therefore, researchers have significantly extended the meaning of Virtual Enterprise since it was first introduced. The FP creates a VE when the market opportunities arise and dissolves it after it has fulfilled the goal. Moreover, Liu et al. recognize the existence of phases in the lifespan of a VE [25] , which are described later in Section 4.1. Fig. 2 . Structure of collaborative networks, partner network (PN) and virtual enterprise [23] ; XYZ stands for an arbitrary business process.
Concept of Internet of Things
Paavel et al. use IoT-based monitoring systems in manufacturing to facilitate access to information about the particular product in a production process to give real-time input to process analysis [26] . The IoT is an infrastructure of the global network, it links physical and virtual objects together through the utilization of data capturing and communication capabilities. The IoT offers particular object identification and sensor and connection competence as the foundation for the development of independent cooperative services and applications. Jia et al. categorize it by a high degree of autonomous data capturing, event transfer, network connectivity, and interoperability [27] . Shrouf et al. define the IoT as a system in which physical objects are booted up with embedded electronics such as radiofrequency identifiction (RFID) tags, sensors, etc. The system depends on smart objects and smart networks [28] . This paper gives an idea how IoT-based monitoring helps to set up a risk mitigation plan for the action phase risks of a VE.
METHODOLOGY
In order to define and understand the purpose of a VE and how risk assessment can be carried out during its working phases, we performed a literature study. Based on the collected knowledge, we built up a risk assessment approach for a VE to verify the corresponding methodology. We suggest a risk management approach for a VE that consists of modelling the VE, classification of possible faults (risks) within the VE, assessment of risks through a risk matrix, determination of the overall risk level through FTA, and risk mitigation and monitoring through the IoT as shown in Fig. 3 . 
HYPOTHETICAL CASE STUDY
In the following sub-sections, we introduce a computational case study that enables to realize and perceive the relevance of the proposed approach.
Phases of the existence of a VE
The lifespan of a VE can be divided into the following four phases [29] :  Realization phase  Formation phase  Action phase  Closure phase.
We consider these four phases of the working of a VE to be appropriate. The phases of the existence of a VE are depicted in Fig. 4 .
A VE starts its activity with the realization phase, where the essential tasks are the understanding, evaluation, and selection of the market opportunities. The second or the formation phase of a VE consists of the selection of partners and building an organizational working and VAC model of the VE, establishment of VE goals, and setting up the information systems. The main elements of the action phase include the circulation and coordination of tasks, cost control, performance monitoring, and credit management. The closure phase, which is the dissolution of the VE with the vanishing of opportunities, comprises of the termination of the contract and submitting the feedback report to the VE partner organizations.
Risk identification and description
In this paper, we identify the internal risks of a VE. The internal risks emerge from the enterprise's activities, and companies can control them by implementing appropriate strategies. There are also some external risk factors such as political risk, market risk, finance risk (global financial crises), etc., but enterprises can hardly manage and control them. The internal risks in a hierarchical model based on the VE's lifespan and the VE's internal risk assessment system are depicted in Fig. 5 . The hierarchical system of internal risk assessment is split into four layers or phases: realization, formation, action, and closure. Each layer in turn has its sub-groups. 
Realization phase risks
 The risk of market opportunity realization means that the core enterprises misinterpret the low-valued market opportunity as a favourable market opportunity due to collecting incorrect information or choosing wrong analytical tools.  The risk of fundamental competence realization means that the core enterprise over-or underestimates its primary competencies, which leads to an incorrect choice with regard to the market opportunity.
Formation phase risks
 The risk of partner selection refers to the improper choice of a partner by the FP, which leads to a frequent change of partners or unplanned termination of the VE.  The risk of an organizational working model is an inappropriate allocation of tasks and inadequate resource integration, which may cause high operational costs or time losses due to an inability of the partners to finish the work on time.  The risk of the establishment of interest means that terms and conditions set by the core enterprise (FP) are unsuitable. It may lead to demotivation of partners and they might quit midway.
Action phase risks
 The risk of communication means that partners may have miscommunication either due to an inappropriate information system or due to lack of expertise in the selected area. This may disrupt the process of carrying out tasks.  The risk of quality means that there are different quality policies and levels of quality among partners, which may cause problems when the quality of one partner affects the quality of the whole product.  The risk of time means that some partners may not finish their tasks on time due to the lack of planning competence or inadequate information.  The risk of ethical issues implies that each partner concentrates only on getting maximum self-benefits and advantages, and so one partner may influence benefits of other partners.
Closure phase risks
 The risk in the termination of the contract refers to unsettled financial obligations or other legal issues and may cause legal problems.  The risk of reporting means that feedback and related results are not settled or are pending.
Risk estimation and evaluation
Risk assessment is the process that includes evaluation of the identified possible risks and losses due to these, which enables an enterprise to take effective measures to prevent and control risks. In the previous section, we built a hierarchical system for the identification, description, and assessment of VE risks; however, it is hard to obtain the exact numerical factors for the evaluation. Therefore, in this paper we adopted a semiquantitative method based on the risk matrix to evaluate the project risk in a VE. The main idea is to estimate the four risk driven factors and then to integrate them to calculate the entire system factor. According to its definition, risk (R) is the product of risk events probability (P) and the impact (I) or consequence of those particular events. Now it is easy to see that although some event has a high probability but a low impact, it is categorized as a low risk. On the other hand, if some event that occurs infrequently, but its consequences have high expenses, it is classified as highly risky. Thus, the function of risk can be defined as R = f (P, I). Let P f be the probability that the event fails and I f be the degree of the severity of the failed event, then the risk function will be
In the hypothetical case we described the risk factor system in a hierarchical way with each subsystem having its risk factor (Z 11 , Z 12 ); (Z 21 , Z 22 , Z 23 ); (Z 31 , Z 32 , Z 33 , Z 34 ); (Z 41 , Z 42 ), respectively. Those subsystem risk factors are estimated and evaluated by applying the risk matrix technique and the total Z is determined by FTA, which is described in the following sections.
Probability and impact estimation
For the matrix-based risk assessment, we suggest scaling the probability of an event and the impact of that event. The consequences of a risk event are its aftereffects or the extents to which the risk event might influence product quality and process integrity or damage the whole process of the VE. We also recommend ranking each risk event to describe its level of severity.
The probability of a risk event illustrates the likelihood of failure or of a false event. It depends on whether the existing controls make the failure less likely to occur or increase the detectability of the failure. If the risk event is highly detectable, the likelihood of its occurrence may be reduced. This study ranked each failure to describe its probability of occurrence. The probabilities and consequences were evaluated and rated on a scale from one to five, where one is the lowest and five is the highest (Fig. 6 ). 
Evaluation with a risk matrix
We used a risk matrix to evaluate the risk level of events. The levels of identified VE risks during its lifespan are determined by inserting the risks into an array where the axes represent probability and impact as depicted in Fig. 7 . The risk level shows the overall risk associated with the failure based on the ranking of probability and consequence. The numbers represent the risk values ranging from 1 to 25. Risks located at the top right corner of the probability and impact matrix have to be handled first, and the same is true for all the risks with high impact values.
The subsystem risk factors and their corresponding values with likelihood, probability factor, and impact factor of each subsystem can be seen in Table 1 . The impact factor of each risk event is assumed to be 3 (medium) for the whole hierarchical system as the analysis of the variation of likelihoods indicates.
FTA of the overall risk of a VE
Considering that the classification of the risks in VEs is described in a hierarchical manner, FTA was used for the estimation of the overall reliability of a VE. According to the axioms of FTA, the probability of the occurrence of a high risk level event can be defined as follows:
where A and B stand for random events. The probability of the top event (Z) for the VE can be represented by Eq. (4):
(4) Figure 8 illustrates FTA of a VE. It was observed that the risk weights of the action phase were higher than of the other stages. Therefore, a risk mitigation concept for the action phase was proposed. It is described through IoT-based monitoring in the next sub-section. Table 2 presents the risk factors of the remaining events that are known after the construction of FTA. 
IoT-based monitoring
IoT-based monitoring helps to mitigate action phase risks. In particular, risk of communication should be reduced as its level is the highest within a VE. The concept of the IoT-based monitoring of a VE is illustrated in Fig. 9 . This study suggests monitoring the business processes of each VE partner through embedded electronics such as sensor-enabled technologies and tools. These tools could be wireless technology, bar codes, RFID tags, Quick Response (QR) codes, etc., usually known as the IoT. Each business process has its own smart sensor that transfers real-time process information. The FP stores the process data collected from the sensor readers into the cloud-based data storage.
Since each VE partner can access the business process monitoring information, the individual enterprises receive valuable inputs related to business processes that require improvement. This way the monitoring system helps to keep an eye on and manage dynamically VE business processes, which ultimately reduces the action phase risks, i.e. communication, time, and quality risks. Moreover, it supports the improvement of the overall efficiency and effectiveness of the VE.
DISCUSSION AND CONCLUSIONS
This research is a contribution to the development of the risk assessment approach that enables to evaluate project reliability and facilitates the analysis of a systemʼs vulnerability. Results of this research can also be applied as a preventive approach that helps decisionmakers to improve their business model reliability. The proposed method for risk assessment of a VEʼs life cycle can be adopted by decision-makers of a collaborative network of SMEs to formulate and estimate the potential risks and to set up an action plan that facilitates mitigation of the overall VE risks. However, the suggested risk assessment method is mainly designed for the project-based management system and for the networking process.
The paper identifies possible risks that could occur during the functioning of a VE, and it provides a relatively simple method to estimate risks. We developed the model with hierarchical risk factors system for a functioning VE. Moreover, the FTA method was applied to determine the top-level event probability, which helps to assess the overall risk level of a VE. Also the concept of IoT-based risk monitoring and mitigation is proposed to improve the overall performance of a VE.
To implement the proposed concept, it is necessary that each player (partner) of a VE provide periodic information on the probability and occurrence of the risk events to the cloud-based storage. We suggest transforming this information into an evaluation matrix to create a new risk profile for each partner in the network. This would help to adjust the risk management strategies, policies, and tactics according to the new risk realities associated with the VE of SMEs. In this way, the method of risk assessment offers a proactive means for the risk management of the VE.
